
 
 
 

   

APPLICATION NOTE 

Atmel AT03454: SAM-BA for SAM4L 

Atmel ATSAM4L 

Features 

• Allows to program, verify and secure an Atmel® SAM4L device without debugger 

• USB connection (CDC device) 

• UART connection (RS232) 

• Allows the end user to update firmware in application 

• Configurable I/O start conditions 

• Code security management 

• Source code available, can be customized to user’s needs (Encrypted loader, 
custom protocol) 

• Miscellaneous topics 

• Suggested readings 

Introduction 

SAM4L devices come pre-loaded with the Atmel SAM Boot Assistant (Atmel SAM-
BA®) in flash memory. This bootloader allows In-System Programming (ISP) from 
USB or UART host without any external programming interface. 

This SAM-BA version is compatible with existing SAM-BA software tools but has 
some differences compared to other SAM devices. These differences are explained 
in this document. 

This application note complements the SAM-BA user guide and explains how the 
SAM-BA should be used on a SAM4L design. 
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1. 0BRequirements 

1.1 4BHardware requirements 
The Atmel ATSAM4L SAM-BA Boot Assistant supports serial communication via the UART or USB device port: 

Table 1-1. UART mode requirements. 

Signal name Recommended pin connection Description 

VDDIN ≥1.8V Programming the flash requires the chip to be in power scaling mode 
0. The minimum VDDIN voltage for PS0 operation is 1.8V (Refer to 
the device datasheet for more details). 

PA05 Connect to host: (115200 8,N,1) USART0 RXD pin. 

PA07 Connect to host: (115200 8,N,1) USART0 TXD pin. 
Note: This pin is not driven until the USART mode is entered by 
receiving a “#” (sharp) character. 

Table 1-2. USB mode requirements. 

Signal name Recommended pin connection Description 

VDDIN 3.3V USB requires a VDDIN of 3.3V. 

D+ (PA26) Connect to host USB D+ pin 

D- (PA25) Connect to host USB D- pin 

XIN / XOUT XTAL or external digital clock 
input: Supported frequencies: 
 6MHz ±2500ppm 
 7.3728MHz ±900ppm 
 8MHz ±2500ppm 
 12MHz ±2500ppm 
 14.7456 MHz ±900ppm 
 16MHz ±2500ppm 
 24MHz ±2500ppm 

Clock input for PLL used for USB clock source. 

Table 1-3. Common optional features. 

Signal name Recommended pin connection Description 

Hardware 
Bootloader 
Entry 
(Any GPIO) 

Connect to host or “bootloader 
access switch” 

Optional pin to force bootloader entry on reset. If enabled, the 
bootloader will check the GPIO on reset to determine if the 
bootloader monitor shall start. This feature allows the end user to 
reprogram the device even if the application is corrupted or unable to 
start the SAM-BA monitor. 
This GPIO number and its active level are defined in the flash user 
page. The SAM-BA application can be used to program it (1). 
Note: The bootloader won’t pull up or pull down the pin, the level has 

to set externally. 

Notes: 1. Please refer to 2.3.2 18BForce pin selection. 
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1.2 5BSoftware requirements 

1.2.1 14BApplication constrains 
Unlike existing SAM products using a ROM monitor, on the Atmel ATSAM4L SAM-BA is stored in flash memory at [0x0 
– 0x4000] and started on reset. 

Since SAM-BA is stored in flash memory, if the application requires the entire flash space and does not need the 
bootloading feature, SAM-BA can be erased using a JTAG/SWD debugger. 

To use SAM-BA together with an application the user needs to link the application starting at 0x4000. (See memory 
map below). 

The linker files for IAR™ and Atmel Studio are provided with this application note. 

Figure 1-1. Changing linker script in IAR. 

 

Figure 1-2. Changing linker script in Atmel Studio. 

 

 

To change the linker script under IAR project: 
- Menu Project, Options … 
- Go to linker tab 
- Check “override default” 
- Fill the path to the linker file provided with 

this application note 
- Rebuild the project 
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To change the linker script under Atmel Studio: 
- Menu Project, Properties, 
- Toolchain tab, ARM®/GNU Linker, Miscellaneous 
- Fill the path to linker script provided with this application note after the “-T” option: 
- (e.g.: -T "D:\SvnRepos\sam-ba\trunk\files\linker scripts\Atmel Studio\sam-ba_flash.ld") 

 

Figure 1-3. Memory map of an ATSAM4Lx4 device with an application and SAM-BA. 
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By default, the Atmel SAM-BA flash region [0x0 ... 0x4000] is locked by lock bit 0 on every device shipped. 

When loading the binary image into the device, only the upper part of flash starting at 0x4000 address should be 
programmed. 

Any attempt to write to the SAM-BA region using SAM-BA commands will be aborted and will throw an error. 
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Figure 1-4. Memory map of an ATSAM4Lx8 device with an application and SAM-BA. 
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Figure 1-5. Detailed boot process of the Atmel SAM-BA. 
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2. 1BUsing the bootloader 

2.1 6BReprogramming the bootloader 
By default, all parts are shipped with the bootloader, so there is no need to program it, except if it has been erased by a 
jtag/swd debugger or if the user wants to program another version. This step requires a jtag/swd debugger. 

2.1.1 15BSteps to reprogram the bootloader using J-Link 
a) Extract the two files included in the application note folder named “jlscript_sam4l_load_samba” and 

“sam4l_sam-ba_image.bin” in a folder. The script erases the entire chip, loads the Atmel SAM-BA image and 
locks the SAM-BA flash region. 

b) Open a command line box and cd to the folder where the two files were extracted. 
c) Call JLink.exe with the script name in argument: “Jlink jlscript_sam4l_load_samba” (if the J-Link folder is not in 

the path system variable, the complete path to J-Link executable is needed:

 
If all went well, the script exits after a few seconds. 

2.1.2 16BSteps to reprogram the bootloader using Atmel Studio 
a) Extract the two files “jlscript_sam4l_load_samba” and “sam4l_sam-ba_image.bin”. 
b) In Atmel Studio, open “Tools\Device programming”, select debugger and Apply. 
c) From the memories tab, launch a chip erase. 
d) Fill the path to “sam4l_sam-ba_image.bin” in the Flash box and program. 
e) In the Fuses tab, check LOCK0 bit and program. 

2.2 7BEntering the bootloader 
Like other Atmel SAM devices, the SAM4L SAM-BA relies on a monitor; this monitor is entered according to the boot 
process conditions described in Figure 1-5. 

SAM-BA monitor activation can be requested in one of the following ways: 

• External condition: Reset the part and make sure the configured hardware conditions are true when reset is 
released. A common usage is to use a pushbutton accessible by the user as a bootloader trigger. The user 
simply has to hold the push button down when powering up the device 

• Internal point of view: 
• The programmed application can launch the monitor by setting a specific value in the config word of the 

flash user page. The next execution of the reset vector will then systematically launch the monitor. To 
launch the boot process from the application, the reset vector should be reached by using the watchdog 
timer reset rather than a software jump or direct call to the monitor. In the later case, unexpected 
behavior could occur because the MCU reset causes are not updated and MCU peripherals may still be 
active 

• On erased devices or when the application reset vector (@0x4004) is blank (0xFFFFFFFF) 

Once the monitor is triggered, it checks the security bit. If security bit is set, the monitor will erase the entire 
application to prevent any unauthorized access to protected code. If a different behavior is needed, a custom 
bootloader can be created from the SAM-BA bootloader source code found in this application note. 

Code security concerns: when monitor is entered, it allows read and write access to the entire memory map of the 
device. It also allows the host to upload and execute software (applets) on the device. 
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After these preliminary steps, the monitor will try to identify a suitable clock source for USB operation. If one of the 
supported clock or XTAL is found on XIN/XOUT, the USB I/Os and device interface are enabled. 

Then, the monitor will enter a loop and test whether an USB enumeration has succeeded or a “#” (sharp) character is 
received on the PA05 (USART0 RX) line. The first satisfied condition will start the monitor in the respective mode: 
UART or USB. 

When UART monitor mode is started, the USART0 TX line (PA07) becomes an output and is driven by the SAM4L. 

2.3 8BMonitor settings (Config Word) 
The monitor config word is located at offset 0x10 of the flash user page (Absolute address 0x00800010). 

Please note that the flash user page also contains BODs and watchdog settings (refer to “fuse settings” in the 
FLASHCALW chapter of the device datasheet). To keep the user page settings the user should save the content of the 
flash user page, modify the content and write it back to the device. 

This config word serves three purposes: 

2.3.1 17BLaunch monitor on reset 
When config word[23..0] equals 0x4D4153 (“SAM” in ASCII), the monitor will be entered when device is reset. This 
setting takes priority over force pin feature. This can be used to start the monitor using a software initiated reset without 
any hardware action. 

2.3.2 18BForce pin selection 
Using a force pin needs a debounce period at power-on reset to avoid any spurious reading when power supply is not 
yet stable. On Atmel ATSAM4L SAM-BA, this debounce period is set to 100ms. Consequently, using the force pin 
feature will delay the boot process by 100ms. This has to be considered when estimating wake up time from a reset or 
from backup mode. 

The format of the config word is the following: 

Figure 2-1. Configuration word in flash user page. 

 
 

 

 

 

 

 

 

0xAABBYYXX 

ConfWord[7..0]: 
I/O Port number 

ConfWord[8]:  
I/O Active level 

xxxxxxx1 
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Table 2-1. Config word fields. 

Field Bits Description 

I/O port number [7..0] Selects the I/O port which will force entering the monitor on boot. 
The pin name mapping to the GPIO number can be found in the device datasheet in 
the “Peripheral multiplexing on I/O lines” section in the Package and pinout chapter: 

 
I/O active level(1) [8] Selects the I/O active level which will force entering the monitor on boot. 

BIT8 = 0 selects low level. (i.e. monitor entered when force pin is low) 
BIT8 = 1 selects high level. (i.e. monitor entered when force pin is low) 
On reset and after a debounce period of 100ms, Atmel SAM-BA will sample the I/O 
selected by the I/O port number field. The pin has to be set externally to a stable level 
(Atmel ATSAM4L does not pull up or pull down this line). 

Notes: 1. On a secured device, entering the monitor erases all application memory. If the force pin is used, user 
must ensure this pin is stable after the 100ms debounce period. 

Examples of config word values: 

• Using PA02 as a force pin active low, 
• the config word value will be: 0xFFFFFE02 

• Using PC31 as a force pin active high, 
• the config word value will be: 0xFEFFFF5F 

• Without the force pin feature 
• the config word value will be: 0xFFFFFFFF 

• Monitor always started at boot 
• the config word value will be: 0xFF4D4153 

2.3.3 19BHow to set the config word value using SAM-BA application 
a) Start the monitor and connect to device using SAM-BA 
b) Read and save the user page to a file: in the “FlashUserPage” tab, set size to 0x200, set the file path and use 

“Receive File”. 
c) Modify the config word value in the file (a hex editor should be used). Remember that the CPU is little Endian: 

LSB is stored at the lowest address. 
d) Write the modified file to the user page: set the file path, set size to 0x200, and use “Send File”. 
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Figure 2-2. Reading flash user page. 

 

2.4 9BAtmel SAM-BA commands 

2.4.1 20BFlash loading 
Loading the flash content is done by the using the flash tab. Refer to the common SAM-BA user guide for more details. 

When uploading a program to flash memory, the start address needs to be above 0x4000, otherwise the transfer will 
abort. 
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Figure 2-3. Flash programming. 

 

2.4.1.2 Access to first flash region of SAM4Lx8 
Every SAM4L devices are shipped with flash region 0 locked, on SAM4Lx8 (512kB) devices, this region also includes 
the start of the applicative area (0x4000 – 0x8000). 

When a write or erase of this particular area is requested, SAM-BA application will temporarily unlock the region 0, 
access the area and finally relock the region. 

2.4.2 21BScripts 
Atmel SAM-BA application comes with the following pre-defined scripts: 

Script name Description 

Enable Security Bit Set the security bit to secure the device (refer to the device datasheet in the 
FLASHCALW chapter for more information) 

Read Security Bit Give the current security state  

Erase application area Erase all application code (SAM-BA part won’t be erased) 

Invalidate application Erase first page of application 

Read Fuses Returns the values of the flash fuses 

Read Locks Returns the current lock bits value 

Read Unique Serial Number Returns the unique serial number of the Atmel ATSAM4L device (refer to the device 
datasheet in the FLASHCALW chapter for more information) 

Set Lock Bit [0..15] Set the specified lock bit to prevent any erasure of a flash memory region. (refer to the 
device datasheet in the FLASHCALW chapter for more information) 

Unlock All Unlock every flash memory sections 
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3. 2BSuggested reading 

3.1 10BDevice datasheet 
The device datasheet contains block diagrams of the peripherals and details about implementing firmware for the 
device. It also contains the electrical specifications and expected characteristics of the device. 

The datasheet is available on 0Hhttp://www.atmel.com/ in the Datasheets section of the Atmel ATSAM4L product page. 

3.2 11BAtmel SAM-BA user guide 
The SAM-BA user guide contains detailed reference information on How to use and SAM-BA. 

This user guide comes with the SAM-BA package found on 1Hhttp://www.atmel.com/. 

3.3 12BUSB specification 
The Universal Serial Bus specification is available from 2Hhttp://www.usb.org. 

3.4 13BARM Documentation on Cortex-M4 core 
• Cortex™-M4 Devices Generic User Guide for revision r0p1 

• Cortex-M4 Technical Reference Manual for revision r0p1 

These documents are available at 3Hhttp://www.arm.com/ in the info center section. 
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4. 3BRevision history 
Doc. Rev. Date Comments 

42051A 01/2013 Initial document release 

42051B 05/2013 Update for SAM4Lx8 devices and changed the number of the application note to from 
AVR®10005 to AT03454 
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